HeadChat Privacy Policy

1. Introduction

Welcome to HeadChat's Privacy Policy. We respect your privacy and are committed to protecting your
personal data. This privacy policy will inform you how we look after your personal data when you visit
our website (regardless of where you visit it from) and tell you about your privacy rights and how the
law protects you.

2. Important Information and Who We Are
Purpose of this Privacy Policy

This privacy policy aims to give you information on how HeadChat collects and processes your
personal data through your use of this website, including any data you may provide through this
website when you sign up to our newsletter, purchase a product or service, or take part in a
competition.

Controller

nn

HeadChat is the controller and responsible for your personal data (referred to as "we", "us" or "our" in
this privacy policy).

Contact Details
Our full details are:

e Full name of legal entity: HeadChat

¢ Email address: info@headchat.io

e Postal address: Lermontovova 3, Bratislava, 811 05, Slovakia
e Phone number: +421 905 339 643

You have the right to make a complaint at any time to the supervisory authority. In Slovakia, this is the
Office for Personal Data Protection (Urad na ochranu osobnych udajov Slovenskej republiky)
(www.dataprotection.gov.sk). We would, however, appreciate the chance to deal with your concerns
before you approach the supervisory authority, so please contact us in the first instance.

3. The Data We Collect About You

We may collect, use, store and transfer different kinds of personal data about you, which we have
grouped together as follows:

¢ Identity Data: First name, last name, username or similar identifier.

e Contact Data: Billing address, delivery address, email address, and telephone numbers.

¢ Financial Data: Bank account and payment card details.

e Transaction Data: Details about payments to and from you and other details of products and
services you have purchased from us.


http://www.dataprotection.gov.sk/

e Technical Data: Internet protocol (IP) address, your login data, browser type and version, time

zone setting and location, browser plug-in types and versions, operating system and platform,

and other technology on the devices you use to access this website.

e Profile Data: Your username and password, purchases or orders made by you, your interests,

preferences, feedback and survey responses.

e Usage Data: Information about how you use our website, products and services.

e Marketing and Communications Data: Your preferences in receiving marketing from us and

your communication preferences.

We also collect, use, and share Aggregated Data such as statistical or demographic data for any

purpose.

4. How Is Your Personal Data Collected?

We collect personal data through various methods, each serving a specific purpose and based on a

lawful basis. Below is an overview of our data collection practices:
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security, monitor

unauthorized access

attempts, protect
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Names, email
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passwords

Credit card
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Contractual
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details, billing obligation
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preferences
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URLs,
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user agent
strings, etc.)
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Retention
Period

As long as the
user account is
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period of 5 years
for audit and
legal purposes

7 years for
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tax and
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unsubscribes
from the
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As long as the
user account is
active, and 1
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account was last
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Applicable (if data
is not shared)

Commercial Team
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sales activities)
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beyond its initial
collection point)

Network
administrator
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5. How We Use Your Personal Data

We will not use your personal data for purposes other than those purposes described in this policy or
disclosed to you. From time to time, we may request your permission to allow us to share your personal
data with third parties. You can choose not to share your information with third parties. When you limit

Retention .
Period Recipient of Data
For the session
period (More Not applicable

details in the
cookie banner)

Retention period
depends on the
cookie (More
details in the
cookie banner)

Commercial teams

As long as the
user account is
active, and 1
year after the
account was last
used

Not applicable

For the session
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As long as the
user account is
active, and 1
year after the
account was last
used

Not applicable

the ways we can use your personal data, some or all of the services may not be available to you.

6. Third-party services

We may share or collect your Personal Information in collaboration with our third-party service
providers (“Partners”), including companies that assist with payment processing, business analytics,
data processing, account management, and other services. We instruct these Partners not to use your
Personal Information themselves or share it with another party not under a similar contract to provide

service to us, and to only use your Personal Information for the specific services we have requested for

us or on your behalf.



Name Pr0v1d(.er / Description
Domain

Personal data is transferred to the USA. These transfers are protected by

Analytics Google LLC organizations self-certifying under the EU-US Data Privacy Framework.

Data is transferred to Finland and Germany, which has been recognized by

Serve Hetzner .. g .
Crvers czhe the EU Commission as providing adequate data protection.

Finland and Germany are part of the European Union, therefore no
adequacy decision is needed from the EU.

7. Disclosure of Your Personal Data

We may share your personal data with the following categories of recipients:

e Service Providers: We may share your data with third-party service providers who assist us in
providing our services, such as payment processors, cloud service providers, and data analytics
companies.

o Affiliates and Business Partners: We may share your data with our affiliates and business
partners in accordance with applicable laws.

e Legal Compliance and Protection: We may disclose your data if required to do so by law or in
the good faith belief that such action is necessary to comply with legal obligations or protect our
rights, property, or safety.

8. Data Security

We take the security of your personal data seriously and implement appropriate technical and
organizational measures to protect it from unauthorized access, disclosure, alteration, or destruction.
Some of the security measures we implement include:

e Encryption: We use HTTPS and TLS/SSL protocols to encrypt data transmitted between you
and our servers.

e Access Controls: We enforce strict access controls to limit access to your data to authorized
personnel only.

e Data Minimization: We only collect and process the minimum amount of personal data
necessary for the purposes stated in this policy.

9. Your Rights

You have certain rights regarding your personal data, including the right to:

e Access: Request access to your personal data and obtain a copy of it.

¢ Rectification: Request correction of any inaccurate or incomplete data.

¢ Erasure: Request deletion of your personal data, subject to certain conditions.

e Restriction: Request the restriction of processing your data under certain circumstances.
e Data Portability: Request the transfer of your data to another service provider.

¢ Objection: Object to the processing of your data for direct marketing purposes.



e Withdraw Consent: Withdraw your consent to processing your data at any time.

To exercise any of these rights, please contact us at info@headchat.io.

10) Mandatory Data Provision

Certain personal data is required to fulfill our contractual obligations to you as a user of HeadChat.
This includes, but is not limited to, your name, email address, payment information, and any other data
necessary to create and manage your account, process payments, and provide our services. The
provision of this data is necessary for the performance of the contract between you and HeadChat.

11) Consequences of Non-Provision

If you do not provide the required personal data, we will be unable to fulfill our contractual obligations,
which means you will not be able to create an account, process transactions, or use the services
provided by HeadChat.



